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Please …

• Turn off cell phones

• Avoid side conversations

• Ask questions at the end of the presentation

• Sign the attendance roster

• Complete the evaluation at the end of the 
workshop
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Workshop Objectives

• Employee Data Security

• Reporting Options for HR data

– View Direct

– HR Reporting Portal

– EDDIE/Solution Library

– Employee Data Warehouse (EDW)

– New Reporting Option

• Reporting Resources
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Employee Data Security

• Data Access

• Business Need

• Data Classifications

• How to Handle Data
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Classification Description Adverse Impact Examples

High Risk

High Risk Data is a University class of information that, if disclosed or 
modified without authorization, would have severe adverse effect 
on the operations, assets, or reputation of the University, or the 
University’s obligations concerning information privacy.

Severe

• Social Security Number
• Credit Card Information
• Driver's license number or State ID card number 
• Medical information
• Unique biometric data

Sensitive Data

Sensitive Data is a University class of information that, if disclosed or 
modified without authorization, would have serious adverse effect 
on the operations, assets, or reputation of the University, or the 
University’s obligations concerning information privacy. Information 
that is covered by FERPA, Non-Disclosure Agreements (NDAs), and 
other intellectual property are, as a minimum, in this class.

Serious
• Non-Disclosure Agreement
• FERPA covered data

Sensitive Data Collection
A Sensitive Data Collection is a collection of Sensitive Data that 
results from compiling (i.e., collecting) the Sensitive Data from 
multiple sources. 

Serious

For example, an instructor’s compilation of grades from 
courses they teach, held on their own computer, would not 
be a Sensitive Data Collection. However, a department’s 
compilation of all the grades for all the classes in the 
department would be a Sensitive Data Collection.

Internal Data

Internal Data is a University class of information that, if disclosed or 
modified without authorization, would have moderate adverse 
effect on the operations, assets, or reputation of the University, or 
the University’s obligations concerning information privacy.

Moderate
• UIN
• Organization Codes
• Mail Codes

Personally Identifiable Information (PII) 
Data

Personally Identifiable Information (PII) Data is any information 
about an individual maintained by a Unit, including (1) any 
information that can be used to distinguish or trace an individual‘s 
identity, such as name, social security number, date and place of 
birth, mother‘s maiden name, or biometric records; and (2) any 
other information that is linked or linkable to an individual, such as 
medical, educational, financial, and employment information.

Serious to Moderate

• Date of birth
• Place of birth
• Mother's maiden name
• Educational information
• Employment information

Public Data

Public Data is a University class of information intended for public 
use that, when used as intended, would have no adverse effect on 
the operations, assets, or reputation of the University, or the 
University’s obligations concerning information privacy.

None
• Job title
• Salary

Data Classifications



Handling Sensitive Data (Data Don’ts)
• Do Not Print on any Form 

– Unless there is a clear and documented business need

• Do Not Store 

– Unless there is a clear and documented business need

– If the information must be stored, the information 
should be encrypted on disk if possible

• Do Not Send Data in Unencrypted Email 

– Subject line, body, or attachment

– The unencrypted sending in email by other entities 
should be discouraged where possible
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ViewDirect/Mobius View

• Difficulty – Basic

• Report Type - Predefined

• Frequency – Scheduled

• Detail – High

• Flexibility – Low

• Security – High
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Mobius View Preview (4/29/2018)
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Mobius View Preview (4/29/2018)
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Mobius View Preview (4/29/2018)
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Mobius View Preview (4/29/2018)



HR Reporting Portal

• Difficulty – Basic

• Report Type – Predefined w/ parameters

• Detail – High

• Flexibility – Low

• Security – High
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Reporting Portal
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Budget Profile

• Report Parameters

– Chart of Accounts

– College Code OR Job Org Codes OR All Org Codes
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List by Organization

• Report Parameters

– Chart of Accounts

– College Code OR Job Org Codes OR All Job Orgs
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HR Front End – List by Organization
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HR Front End – List by Organization

• Current employees based on job org code
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HR Front End - Owner Listing 

• Report Parameters

– UIN of user

32



33



34

999999999



2018 BRINGING ADMINISTRATORS TOGETHER CONFERENCE

HR Front End – Transaction Listing

• Report Parameters

– Campus AND/OR Chart of Accounts

– College Code OR Org Codes (Optional)

– Employee Groups AND/OR Transaction Types 
(Optional)

– Level/Role/Action of Transaction (Optional)

– Date Range (Optional)
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EDDIE/Web Intelligence

• Difficulty – Basic/Intermediate

• Report Type – User Defined/Templates Available

• Detail – High

• Flexibility – High

• Security – High
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Employee Data Warehouse (EDW)

• Difficulty – Intermediate/Difficult

• Report Type – User Defined

• Detail – High

• Flexibility – High

• Security – High
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HR Dashboards

• Difficulty – Easy

• Report Type – Predefined

• Detail – High

• Flexibility – High

• Security – Medium
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Reporting Resources
• ViewDirect:

https://docdirectpweb.admin.uillinois.edu/ddrint/servlet/ddrint

• HR Reporting Portal:
https://www.hr.uillinois.edu/human_resource_systems/reporting_portal/

• EDDIE:
https://eddie.ds.uillinois.edu/

• Solution Library:
https://www.aits.uillinois.edu/services/reports_and_data/reports/solutio
n_library/
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Data Access

• Security Application: 
https://webprod.admin.uillinois.edu:443/secapp/ui_security_application.j
sp

• Decision Support Security Request: 
https://appserv7.admin.uillinois.edu/DsUscApp/Forms/Main/Default.aspx
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Data Security Resources

• Protected Email Attachment Repository (PEAR)                                                 
http://go.uillinois.edu/pear

• Personal Information Protection Act (PIPA) 
http://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=2702&ChapterID=67

• Data Classifications  
https://security.uic.edu/data-classifications/

• Information Security Compliance Form 
https://www.aits.uillinois.edu/UserFiles/Servers/Server_474/File/securi
ty/ComplianceForm.pdf

• FERPA Training 
https://www.aits.uillinois.edu/cms/One.aspx?portalId=558&pageId=102
730
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Workshop Summary

• Employee Data Security

• Mobius View (Formerly ViewDirect)

• HR Reporting Portal

• EDDIE/Solution Library

• Employee Data Warehouse (EDW)

• HR Dashboards (Coming Soon)

• Reporting Resources
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Questions / Concerns?


